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3Achain: the proposal 
What is it? 
An institutional blockchain infrastructure, promoted by the City of Lugano in collaboration 

with public and private partners, aimed at fostering access to this particular revolutionary 

technology in order to create a digital culture and encourage research and development, 

economic growth and efficiency of companies that intend to adopt it. 

An economic development initiative that focuses on a vertical technological sector such as 

blockchain to promote the growth and efficiency of companies that intend to adopt it, 

benefiting from its main features such as the distribution of trust between parties and the 

acceleration of value exchange processes, without the slowness and cost of an 

intermediary. 

Today, the general public tends to relate blockchain technology to digital currencies such 

as Bitcoin and the world of finance in general. In reality, it can be used for a wide range of 

applications, such as the traceability of a production process, the certification of 

ownership, the authenticity of documentation, a product or an acquired right, and even 

secure online voting and digital identity management. While the understanding of the 

scope of blockchain technology is still limited, as are cases of practical use, more and 

more voices are comparing this present moment to the early days of the Web in the first 

half of the 1990s. 

The City of Lugano, during the positive experience of the MyLugano project and the 

creation of the LVGA Points, had the opportunity to practically use blockchain technology 

as the main infrastructure for the application and for the management of economic flows. It 

was therefore decided to courageously launch into this further initiative, considering the 

enormous potential that a technology such as blockchain offers; a potential that is still little 

exploited and, at the moment, little known. 

The current limitations of public and fully decentralised blockchains (such as Ethereum's) 

are those of scalability and cost. In order to distribute trust among the economically active 

parts of a society, institutions can provide their authority and transparency in favour of a 

leaner and cheaper architecture that promotes social interaction. 
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The aim is not to replace public (so-called permissionless) blockchains, but to complement 

them with permissioned architectures that guarantee the parties involved not so much 

through the integrity of the algorithm that validates transactions through computing power, 

but through the validation of blocks by an impartial authority. 

To facilitate access to this technology, the idea is therefore to create an easily accessible 

institutional infrastructure to stimulate adoption as much as possible while decreasing 

bureaucratic processes. 

Access to the 3Achain infrastructure is divided into several phases and levels. The 

envisaged infrastructure will be able to function both as an operational platform and as a 

"gym" where it will be easy to experiment, test and try out the technology (also in a LAB 

perspective and in the interest of research and development). This will facilitate access to 

a highly professional infrastructure with an extremely low investment, guaranteeing an 

affordable entry threshold for all those who decide to approach this technology. This 

approach will overcome the initial hurdles encountered when advancing towards a new, 

highly specialised technology, facilitating its adoption without sacrificing professional, 

quality service. 

Moreover, by dividing the accessibility into several levels, it will be possible to stimulate 

research and development at the same time, as well as the creation of new 

entrepreneurial activities, which will be able to take advantage of practical initial help by 

having an infrastructure available and limiting costs in the initial phases of projects that are 

often crucial for the start-up of a new economic activity. 

Multilevel access will make it possible to benefit from high-performance services, 

regardless of whether one is part of the network promoting the initiative, whether one only 

uses its infrastructure or whether one only carries out tests. 

Anyone wishing to do so will be able to take their first steps into the world of blockchain by 

using a ready-made and previously implemented infrastructure, as well as companies that 

decide to support the network by taking over part of the infrastructure (blockchain being 

decentralised by nature), all in a highly professional environment. 
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To support the layered approach, two blockchains will be created: one in the test/

development environment and one in the actual production environment for recording 

transactions in this environment, anchored to the Ethereum blockchain. 

The solution envisaged today guarantees the best compromise in terms of flexibility and 

decentralisation, allowing users to carry out fast transactions with zero commissions, while 

at the same time providing the possibility of correlating their transactions to the blockchain 

that is the most widespread in the world today, the Ethereum network. 

The blockchain trilemma: what it is and how it works 
The blockchain trilemma is a condition that concerns the three fundamental principles of 

the technology, namely: security, scalability and decentralisation. 

Inizialmente espresso da Vitalik Buterin, creatore della rete Ethereum, il trilemma afferma 

Initially expressed by Vitalik Buterin, creator of the Ethereum network, the trilemma states 

that all blockchains can only solve two of the problems just mentioned. 

The example of Bitcoin is emblematic: until 2017 it was a decentralised and secure 

currency but extremely slow in processing a large number of transactions. The low 

scalability of Bitcoin's blockchain is due to its architecture, which, by enhancing security 

and decentralisation, allows it to create a wall to protect the cryptocurrency. In particular, 

the cryptocurrency's consensus algorithm (Proof of Work - PoW) does not allow it to scale 

exponentially like others (e.g. Proof of Stake - PoS), but it certainly has security and 

durability that make it the safest from attacks of any kind. 

To solve the trilemma, and thus become a fully-fledged ideal blockchain, the protocol 

created by Satoshi Nakamoto had to climb. 
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The blockchain trilemma: the proposed solution
If cryptocurrency is currently attracting the eyes of institutional investors and traders 

around the world, when it becomes mainstream it will do the same for the entire retail 

world. 

If blockchain is the registry for gold 2.0, and it is no longer just the nerds who are saying 

this, but also banks and payment channels such as Paypal, Visa and Mastercard, then it is 

necessary to find solutions that allow institutions, businesses and the public to notarise 

their records in a simple and intuitive way, guaranteeing an adequate level of security, 

scalability and at the same time decentralisation. 

The solution proposed by the City of Lugano is technically a Private Blockchain 

(permissioned blockchain) anchored to the Ethereum network, based on a validation 

system defined PoA (Proof of Authority - technical details of which are available on 

request). The PoA consensus algorithm makes it possible to carry out infinite transactions, 

at zero transaction costs, with an adequate level of security, based not on the resolution of 

complex mathematical calculations as in PoW, but on the authority of the validator nodes 

that are part of the network. Basically, the high complexity of the calculations needed to 

guarantee security in a public blockchain in which the identity of the nodes is unknown 

(Bitcoin, Ethereum, etc.) is overcome by entrusting the management of transactions 

exclusively to selected and verified nodes, which are fully trusted, such as public bodies, 

universities and private companies that collaborate with each other in recording and 

validating reciprocal transactions, without having any direct gain and all together 

guaranteeing the immutability of transactions. 

Transactions are recorded at each node, i.e. at every single structure or institution that will 

join the project, and will all be reconciled with the public blockchain of Ethereum at 24.00 

every day so as to ensure a double level of security to all those who enter the network 

promoted by the City of Lugano. Each registration will have its own hash in both the 

3Achain network and the Ethereum network. 

For the project to be complete and scalable, it is also necessary to guarantee a high level 

of extension of the network itself; it is for this reason that the City of Lugano is now 

opening up to other institutional partners the project it began in 2020, aimed at being the 

Swiss answer to various solutions that are flourishing on a global level, from neighbouring 

Austria to the United States and China. 
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To date, the most established example of a public blockchain infrastructure offering 

developers and SMEs resources to build blockchain-based services and applications at an 

affordable cost seems to be China's Blockchain-based service network (Bsn) platform. 

The city of Vienna, on the other hand, is testing a blockchain solution to validate and 

protect its Open Government Data (OGD), which includes data such as public transport 

routes, train timetables, etc. The project is part of the city's digitisation initiative called 

'DigitalCity.Wien'. Vienna is using blockchain to simplify and automate administrative 

processes, particularly for OGDs such as energy reports and valid business records, which 

need to be updated frequently. In addition, blockchain networks are helping to improve the 

data security of this information. Since the solution was launched around 350 datasets 

have been secured on blockchain networks. One of the first to be launched in Europe, 

aiming to protect official documents by storing the hashes of datasets on public 

blockchains, allowing city employees and citizens to review the authenticity of documents, 

when they were created and when and if the data was changed. 

It is important to remember that it is not important to define in advance what a blockchain 

is used for, as it is an agnostic technology that does nothing more than validate data and 

transactions. Once implemented, it can be used for land registry records, issuing invoices, 

recording tax payments, certifying lists of subsidies, or simply to record all transactions of 

a local currency, such as LVGA Points. In essence, the blockchain is an enabling 

infrastructure for the development of a whole range of new applications that rely on it to 

function. 

The register will be the same, and can also be used by all economic operators who wish to 

certify certain internal production processes, such as the traceability of a product, its 

authenticity and ownership. All will use the same blockchain and each will be a node in the 

network that will replicate the information and itself guarantee its transparency and 

immutability. 

Tools and bridges will also be developed and made available to all project participants, 

which will allow the portability of data from the 3Achain to the public Ethereum blockchain. 

This will allow them to test their solutions on the permissioned blockchain and then switch, 

if necessary, to the permissionless and fully decentralised blockchain without wasting all 

the investment and development made so far. 
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The 3Achain Network 
It is possible to join the project promoted by the City of Lugano in various ways. 

The form of participation can be that of a simple user of the TEST network, or a user of the 

MAIN infrastructure, in different ways, from user, to holder of a copy of the whole registry 

(node), becoming a partner of the entire solution and contributing to its growth and 

development. 

For this project, the City of Lugano strongly wished to involve the local academic world: in 

fact, it is believed that the universities, having free access to the infrastructure, will be able 

to play a fundamental role in research and development activities. 

It is also important to allow students and faculties to have access to new technologies free 

of charge where possible, so that the young minds that will be the pillars of our economy of 

tomorrow can approach these tools of technological innovation during their studies even 

before they are in the workplace. 

The City of Lugano is working on a governance model in collaboration with external 

consultants. This will be shared with all partners who have declared an interest in the 

initiative. 

Special conditions will be reserved for the initial partners who wish to contribute to the 

development and implementation of the ecosystem promoted by the City of Lugano. 

A specific blockchain team has already been activated for this project, in collaboration with 

local companies that are already part of the Lugano Living Lab network and that, in 

collaboration with the City of Lugano, have contributed to the development of the 

MyLugano project. 

This team is already working in various sectors such as the certification of authenticity of 

products and the tracking of their supply chain, but the applications are many and range 

from pharmaceuticals, energy, insurance, banking and financial services to the 

management of content rights and royalties. 
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Those who decide to take part in this initiative will therefore be able to find the necessary 

expertise already in place in the project and will be able to rely on these companies, which 

have been involved in the creation of the infrastructure from the outset; or they will be able 

to call on their own staff or, if necessary, on other companies they trust. 

This project makes the City of Lugano a pioneer in the implementation of blockchain in 

public administration and is an effective contribution to an open and participatory city with 

reduced bureaucracy. With blockchain, employees of public and private entities, residents 

or app developers, will be able to track data changes, share knowledge and make Lugano 

an excellence for blockchain, as well as one of the most technologically forward-looking 

cities in the world. 
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The technological solution 
The blockchain 
The blockchain that will be used to create the 3Achain is based on Quorum® technology. 

Quorum is a blockchain platform for enterprise and industrial applications. It is derived 

from a fork of the public Ethereum client 'geth' with several protocol-level enhancements to 

support the need for greater scalability. 

As Quorum is an open-source project, the code base of the platform is open and verifiable 

by anyone, which promotes transparency and thus trust in the platform. The open-source 

approach also makes it possible to attract developers from different fields to participate in 

the evolution of this platform. 

It is a code that is already used by reputable organisations such as: 

There are two main advantages to using this solution. 

The first is that the technology has been tested for more than 6 years by the Ethereum 

network, which to date already processes more than 1.2 M transactions per day without 

this ever resulting in a single data loss. 
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Furthermore, by applying a Proof of Authority (PoA) validation algorithm to the same 

technology, rather than a Proof of Work (PoW), scalability is raised by n factors, bringing 

the recording power to hundreds of transactions per second. 

The second advantage is that this technology, with its programming language Solidity, is 

by far the most widespread in the blockchain field. 

There are hundreds of development teams around the world that bring innovation to the 

3Achain, often in an open-source version, and therefore freely available and usable, which 

leads to a synergy never seen before in a development environment. This means that all 

the innovations introduced by the Ethereum Foundation initially, and by other development 

teams, can be implemented on the 3Achain. 

The infrastructure 
(technical characteristics of validator nodes) 
As described above, the components of the 3Achain Network, in addition to creating an 

important strategic alliance, will themselves form the blockchain network, each becoming a 

component of the infrastructure. 

This means that each member of the network will host and manage one of the validator 

nodes that make up the 3Achain. 

In essence, it is a matter of hosting (at one's own data centre or in the cloud) a server that 

will host one's own validator node. The maintenance and updates of all nodes will be 

centrally coordinated; this will limit the interventions by network partners, so as not to 

overburden them by asking for significant efforts and resources, while maintaining and 

ensuring the sacrosanct principle at the base of the blockchain: decentralisation. 

The server that will host the validator node must have the following characteristics. 

Minimum hardware requirements Ideal hardware requirements

VPS running recent versions of Mac OS X or Linux VPS running recent versions of Mac OS X or Linux

500 GB of free disk space, solid-state drive (SSD) 500 GB of free disk space, solid-state drive(SSD)

2 cores of CPU and 4 gigabytes of memory (RAM) 4 cores of CPU and 16 gigabytes of memory (RAM)

A broadband Internet connection with upload/
download speeds of at least 5 megabyte per second

A broadband Internet connection with upload/
download speeds of 10 megabyte per second
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In-depth analysis: the example of 
MyLugano / LVGA Points and 
concepts related to Blockchain 

The MyLugano app 
MyLugano is the new programme for the City of Lugano that aims to promote local 

spending in a period full of unprecedented challenges for everyone. 

The programme aims to: 

• to offer a leisure card to the citizens of Lugano and those who live in the city but are 
not residents, 

• respond to the new trends of users, who are increasingly oriented towards the online 
offer of businesses and institutions, 

• support local commerce, recognising its important role as a social media aggregator, 

• to help the local economy for the benefit of citizens and businesses by exploiting the 
Lugano Card circuit.  

LVGA Points and the cashback system 
The innovation introduced by the City is the loyalty programme involving MyLugano's 

partners. 

The points in the MyLugano circuit are called LVGA Points. LVGA Points are a real 

complementary digital currency. The points are credited through purchases at any partner 

of the MyLugano circuit, for an amount equal to 10% of the value of the purchase. The 

points can be accumulated through various purchases at different partners of the circuit 

and can be spent on new purchases within the same circuit. LVGA Points can also be 

purchased via the MyLugano app. 

The points have a conversion rate of CHF 1.- = 100 points; they have a maturity of 24 

months and a maximum annual accumulation of 100,000 points and monthly movements 

of 500,000 points. 

Participating in the MyLugano loyalty programme is a practical way of supporting the local 

economy and creating a virtuous local network. 
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The technology used for the MyLugano app: the blockchain 
A fundamental necessity for companies and institutions is to store data and carry out 

transactions quickly, securely and in a way that can be shared between employees. 

To this end, a new technology has come to the fore to ensure this in a simple, fast and 

above all decentralised way. 

The blockchain, which originated in the financial world, is also finding numerous 

applications in the industrial world, where it helps to simplify and guarantee business 

processes through the implementation of a digital ledger that groups data into ordered, 

chronologically placed and encrypted blocks. 

The blockchain was born as a decentralised architectural network, as it does not have a 

central administrator, but is administered and managed autonomously by different users all 

over the world, who confirm the validation of the transactions it contains. 

Each block contains unique characteristics due to the fact that its content is no longer 

modifiable or erasable by outsiders once it has been written and, therefore, constitutes a 

secure alternative to databases and/or registers, managed, for example, by public 

administrations, payment intermediaries, insurance companies, banks, and is an 

alternative technology thanks to its reliability, security and transparency. 

It is therefore clear that the fields of application for this innovative technology are 

innumerable. 
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What is blockchain? 
The Blockchain is an open digital register, a public electronic ledger, aimed at storing an 

infinite amount of data (i.e. transactions) by means of cryptography, which is undoubtedly 

the main element of its success, since it converts readable data into encoded data, which 

can therefore be read and processed in a pseudo-anonymous manner, by means of 

alphanumeric codes, and are each marked with a time stamp, which makes them unique, 

thus preserving their privacy. In essence, one imagines an immense shared database, to 

which one can systematically add new blocks of information, which will be encrypted, 

which everyone can access, but which no one can modify, thus reducing to a minimum the 

amount of human interaction needed to make the whole system work. 

Types of blockchain 
In the world today, there are various types of blockchain, which can essentially be divided 

into two broad categories, public or private. In the first case, transactions can be viewed, 

received and sent by anyone, and are often used for financial applications and 

cryptocurrency management. 

Private Blockchains, on the other hand, are limited to a few predetermined participants 

(e.g. a group of employees of a given company or group of companies, or a network of 

banks), and only they are authorised to write to this distributed ledger. Private Blockchains 

are controlled by a single organisation or by groups of organisations gathered in a 

'federation', which are authorised to indicate who is entitled to join, transact and participate 

in the consensus and validation process. 

It is precisely this second area that represents the new challenge of 'Blockchain 2.0', 

present mainly in the financial sector, through the implementation of smart contracts, or 

'intelligent contracts', contracts written in code form that refer the execution of some or all 

of their clauses to software, which automatically executes them when certain conditions 

are met. Such contracts are, for example, already in use by several insurance companies 

and are gaining ground in a variety of applications. 
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Blockchain and the spread of the phenomenon 
The concept of blockchain is closely linked to the name of 'bitcoin', the cryptocurrency or 

digital currency par excellence, which was created in 2009 following the last great financial 

crisis and which allows payments, including cross-border payments, to be made in any 

corner of the globe, in a matter of minutes and with very low costs for each transaction. 

Bitcoin has been defined by its founder, Satoshi Nakamoto, as 'a peer-to-peer version of 

electronic money that allows online payments to be sent directly from one person to 

another without going through a financial institution'. 

Nakamoto's revolutionary idea involves a type of data storage where everyone can see 

what's on it and ensure it's real. Not a single bit can be changed, and once something is 

on the network, it stays there forever. The technology, which originated in the financial 

world of cryptocurrencies and is used to verify all transactions between users to avoid 

fraud, has quickly expanded and developed within multiple economic sectors. 

For example, blockchain is used in the agri-food or logistics sector to verify the origin of a 

product or in the legal sector to secure contracts (with so-called smart contracts) or in the 

public administration sector to manage votes or sensitive data online. 

From these few words, one can already guess at the revolutionary scope of this 

technology. The future is still to be written, but it seems to be leading to "Blockchain 3.0", 

through the dissemination and development of "Dapp" or decentralised applications, 

created for the most part on the Ethereum blockchain, the second most-famous blockchain 

and certainly the most extensive in the world today. 

It is quite easy to imagine that soon anyone using blockchain functions will do so without 

even being aware of the underlying technology, as is the case today when we set up an 

email address on our smartphone, because they will be everywhere, embedded in 

applications for products and services. 
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Why use blockchain and what are the advantages? 
The blockchain technique can be applied to all transaction processes involving multiple 

participants and its applications are potentially infinite. The main advantages of this 

technology include:

• Efficiency: these values are exchanged in real-time. 

• Decentralised structure and security: blockchain data is not stored on a single 

computer but within a distributed network of nodes, so the system and data are 

resistant to technical errors and malicious attacks. Each node is able to replicate and 

store a copy of the entire database from its origin. 

• Incontestability: the decision to validate information is not taken unilaterally but 

through a consensus-gathering mechanism within the network, making it particularly 

difficult to question the outcome. 

• Low transaction cost: because it is a peer-to-peer network without intermediaries 

requiring remuneration. 

• Immutability: transactions and data that are recorded within blocks are immutable. 

• Traceability: concerning data and transfers.  

• Transparency: it strengthens relationships of trust because any authorised party 

within the network can see the amount, sender and recipient of any transaction at 

any time. 

• Trustless system: unlike traditional payment systems, transactions do not require 

any financial intermediary. 

• Programmability: instructions can be included in the blocks to trigger specific 

actions when certain conditions are met. 

• Flexibility: can be used for both commercial and private purposes. 
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What is a token? 
In the world of blockchain, a token is a virtual token whose value is issued by an 

organisation and eventually accepted by a community. Thus, the value of a token is either 

what its creator decides to give it by guaranteeing its convertibility, or what the market 

assigns it. 

There are different forms and functions of tokens: utility tokens allow access to a service, 

asset tokens certify ownership of a specific asset, payment tokens are a substitute for 

currency. 

Tokens are not to be confused with native coins of a blockchain, as unlike the latter, they 

are based on a third blockchain within which they are created. The most widely used is the 

Ethereum blockchain, where smart contracts are also executed to define the functions and 

operations of the tokens. 

What is a wallet? 
As tokens are digital tokens, in order to be able to use, own and exchange them, a digital 

wallet must be created. A wallet is a secure digital wallet (protected by encryption) used to 

receive and transfer tokens. Just as with IBAN numbers, each e-wallet has its own unique 

address made up of letters and numbers used to receive and transmit tokens. 

Exchanges take place simply and immediately, by displaying QR codes indicating the 

recipient's alphanumeric address, and with a few simple clicks it is possible to carry out a 

"peer to peer" transfer, i.e. from point to point or person to person, between two parties, 

issuer and recipient, without an intermediary. 
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What is a smart contract? 
Smart contracts are a set of lines of computer code operating on a blockchain, which, like 

a traditional contract, define the terms of an agreement between two or more parties. The 

main difference is the presence within the software of the if/then function, which makes an 

action (such as a payment) automatic when a certain condition occurs. 

These codes thus enable decentralised automation, facilitating, verifying and enforcing the 

conditions of a predefined agreement. 

Smart contracts make it possible to exchange anything of value, including money, shares 

and property etc., securely and transparently and without the need for intermediaries. 

Ethereum is the most popular blockchain platform for creating smart contracts and for this 

reason the two terms are often associated. 

Is it true that blockchain is not sustainable and that it consumes a lot of 
energy?  
First of all, it should be pointed out that every technological and digital solution requires 

energy (electricity) and therefore creates consumption and, depending on this, can have a 

more or less significant impact on the environment. 

When people talk about blockchain, Bitcoin often springs to mind. Indeed, large, important 

and complex solutions such as those underlying this cryptocurrency require a complex 

infrastructure and significant energy consumption. 

In the case of Bitcoin, the energy required to maintain the network is due to the fact that to 

validate transactions it is necessary to solve complex algorithms, which require powerful 

computers, this mechanism, called 'Proof of Work' has been revised over the years, and 

Bitcoin itself is evolving towards new, less 'energy-intensive' forms of consensus. 

Subsequent solutions, such as those adopted by the Ethereum network, the first in the 

world in terms of size and use, from which the My Lugano application is also borrowed, are 

developing faster and less impactive forms of consensus, in line with the main IT 

applications in other sectors. 
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In a timespan of a few years, the energy required to validate transactions will be much 

reduced, either through PoS (Proof of Stake) validation solutions, or through the use of 

second layers to minimise entries on the main repository. 

As previously mentioned, any digital solution causes consumption; think for example of a 

simple website that has to be hosted on a server and the latter has to be active 24 hours a 

day connected to the electricity grid. 

In this specific case, the infrastructure at the head of the blockchain that manages the 

MyLugano solution is a relatively simple solution with a limited and restricted perimeter; 

this means that consumption is already low and therefore has a minimal environmental 

impact, equal to any web platform. 

We also think that the objective of the initiative (to stimulate local commerce) has 

extremely positive repercussions from the point of view of environmental, as well as social 

and economic sustainability. 
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Glossary 
Address: is the public key of a cryptocurrency wallet and consists of a string of 

alphanumeric characters used to receive or send transactions. It is the only information 

that must be provided to receive units of a digital currency. 

Bitcoin: is a peer-to-peer payment system and a digital currency, decentralised, open 

source, powered by its users and with no central authority or intermediaries. By 

convention, the word 'Bitcoin', written with a capital ‘B’, is used to refer to the technology of 

payment and information recording, while the word 'bitcoin', written in lower case, refers to 

the digital currency. 

Block: this is the unit that makes up the blockchain and contains all the transactions 

confirmed during the block generation period. On average, every 10 minutes a new block, 

which includes transactions, is generated and added to the blockchain through the mining 

process. 

Blockchain: is a public register or 'ledger' of all transactions in a digital currency. In IT 

terms, it can be defined as a database distributed on each node that is part of the network 

and which uses peer-to-peer technology. 

It is therefore a distributed communication channel (a chain of information blocks) that 

enables the transfer of a digital value or property with the guarantee that no third party can 

damage or modify the transactions to take advantage of them. 

The blockchain is made up of blocks that store groups of valid transactions, correlated by 

a timestamp. Each block includes the hash of the previous block, linking the blocks 

together. The linked blocks form a chain, with each additional block reinforcing the 

previous ones. The original definition was written by Satoshi Nakamoto and found in 

bitcoin's source code. 

BTC: is a common unit used to designate a bitcoin. 
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Private key: is a piece of secret data (an alphanumeric code) that proves that it is you who 

used bitcoin or another cryptocurrency from a particular wallet through an encrypted 

signature. The private key(s) is stored on your computer if you use a software wallet; it is 

stored on a remote server if you use a web wallet. The private key must be guarded with 

the utmost care and must not be revealed to others as it allows you to access the funds 

from your wallet. 

Public key: is a cryptographic key used in an asymmetric cryptographic system, which in 

cryptocurrencies is represented by the address. The public key can be exchanged to carry 

out transactions. 

Confirmation (or consent): a transaction in Bitcoin (or other cryptocurrency) is only valid 

when it is confirmed by the network through mining activity. Confirmation indicates that a 

transaction has been processed by the network, and is highly unlikely to be rejected. 

Transactions receive a confirmation when they are included in a block, and for each 

subsequent block. Each confirmation exponentially decreases the risk of a rejected 

transaction. 

Cryptography: is the branch of mathematics that allows us to create mathematical proofs 

that provide high levels of security, thus making it possible to transmit a message while 

keeping it secret from everyone except the people who have the keys to decipher it. 

Symmetric cryptography is when the same key is used to encrypt and decrypt a message, 

and asymmetric cryptography is when different keys are used (as in the case of the Bitcoin 

system). 

Cryptocurrency (or cryptocurrency): is a currency or medium of exchange, which uses 

cryptography to protect transactions and control the creation of new units. 

Dapp (Decentralised Application): decentralised application, based on distributed 

networks, with open-source software, whose operation is enabled by cryptographic tokens 

that serve as a measure of value and a possible access filter. 
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DAO (Decentralised Autonomous Organisations) or DAC (Decentralised 

Autonomous Corporations): decentralised autonomous organisations that finance 

themselves by issuing their own cryptocurrency. Investors and lenders contribute fiat 

currency to the corporation and receive cryptocurrency in return, which serves as a share 

in the distribution of the corporation's dividends and at the same time as a medium of 

exchange that can be spent on the market. 

Distributed ledger: another term for blockchain. 

Ethereum: platform for building decentralised, cryptographically protected applications. 

Ether: cryptocurrency used to request computational resources from the Ethereum 

system. 

Fiat currency: is the traditional currency that derives its value essentially from an authority 

and from the trust of the people. It can be considered a fiduciary value, i.e. not determined 

by the intrinsic value of a material, such as gold and silver. All current official currencies 

are de facto fiat currencies. 

Cryptographic Signature: is a mathematical mechanism to prove ownership. In the case 

of Bitcoin, a Bitcoin wallet and its private key(s) are linked by means of a mathematical 

constraint. When your Bitcoin software marks a transaction with the appropriate private 

key, the entire network can see that the signature matches the bitcoins spent. However, 

there is no way for others to discover your private key, and rob you of your hard-earned 

bitcoins. 

Fork: It is divided into hard fork and soft fork. A soft fork is when a new version of the 

protocol is introduced, but the old clients still manage to process the transactions 

generated by the updated clients. A hard fork is when this does not happen, and the old 

clients can no longer process the blocks of the new ones. 
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Hash Function: This is a function that transforms a message of arbitrary length into an 

alphanumeric code of fixed length, which is called a Hash, Digest or message fingerprint. 

The Hash function used in the Bitcoin system is the SHA-256 algorithm. 

Incentives: this is the 'reimbursement' for the work done and paid to the miners. It 

consists of new bitcoins and transaction fees included in each block. 50 bitcoins are 

awarded for each solved block, but this value halves every 210,000 blocks. 

Input: is that part of a bitcoin transaction which identifies the origin of the transaction. 

Typically, this is an address, unless it is a new generation bitcoin. 

Mining: this is the process by which all bitcoin transactions are verified and recorded, but 

it is also the activity that allows new bitcoins to be minted. This process makes the 

computer hardware perform mathematical calculations in order to confirm transactions and 

increase the security of the bitcoin network. As a reward for their service, bitcoin miners 

can collect commissions on the transactions they confirm along with the newly created 

bitcoins. The maximum number available is 21 million and this offer will be completed by 

2140. 

Network: the Blockchain system is organised into nodes according to a distributed, 

decentralised and peer-to-peer network. This type of network is called P2P (peer-to-peer). 

Output: is that part of a bitcoin transaction which identifies the destination address of the 

transaction. 

Peer-to-peer (P2P): generally understood as a system for transmitting transactions 

directly between two individuals without intermediaries. 

In computer science, this expression indicates a model of logical computer network 

architecture in which the nodes are not hierarchised solely in the form of fixed clients or 

servers (clients and servants), but in the form of equivalent or peer nodes that can act as 

both clients and servants to the other terminal nodes (hosts) of the network. It is therefore 

a special case of the logical client-server network architecture. 
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Proof-of-Work: This is an inexpensive measure to deter denial-of-service attacks and 

other abuses of service, such as spam on the network, by imposing some work on the 

service requestor, usually meaning a computer's processing time. A key feature of these 

schemes is their asymmetry: the work must be moderately complex (but feasible) from the 

requesting side, but easy for the service provider to control. 

Proof-of-Burn: system whereby a number of bitcoins are sent to an address that 

permanently removes them from circulation. 

Proof-of-Stake: loosely translated as, "proof that you have a stake" is the name of a 

method for securing a cryptocurrency network and achieving distributed consent. It is 

based on the principle that each user is required to prove possession of a certain amount 

of cryptocurrency. It differs from proof-of-work systems that are based on hash algorithms 

that validate electronic transactions. Peercoin was the first cryptocurrency to use Proof-of-

Stake since its launch. 

Satoshi Nakamoto: this is a pseudonym behind which the creator of the Bitcoin system 

and the bitcoin currency has hidden himself. To date, there is no certainty about his 

identity. 

Smart contracts: contracts between parties that have the possibility of self-verification 

and self-enforcing in the absence of third parties. They are agreements between parties, 

fixed at an algorithmic level and with characteristics of self-executability and control, 

independent of the intervention of third parties and adherence to an existing legal and 

regulatory system. 
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Open source software: In computer science, the term open source means software 

whose source code is made public by the writers (more precisely, the rights holders), 

encouraging free study and allowing independent programmers to make modifications and 

extensions. This possibility is regulated through the application of user licences. The 

phenomenon has benefited greatly from the Internet, as it allows distant programmers to 

coordinate and work on the same project. 

XTB: another acronym for bitcoin. 

Wallet: is an electronic wallet that stores all the digital credentials to access, spend and 

transfer bitcoins or other altcoins. There are three types of wallets: desktop, smartphone 

and web wallet. The wallet manages the private keys that allow transactions to be signed. 

Each bitcoin wallet can show you the total balance of all the bitcoins it controls and allows 

you to pay precise amounts to a specific person, like a real wallet. 
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